Don’t worry, be happy; not Free!  
To one and all:   The numbers in parenthesis within this document refer to the citations given to "source" what is within this article.  The citations are found at the end of this article.  Every attempt is made to document what is said.  If you just “opened” this document and see the number of pages in this document please do not be alarmed; some pages are of the citations provided at the end of this document.  You will find that the citations provided are not in numeric order.  I started on this article weeks ago and it seems that every day since, some new information was made available from a variety of sources which required rewrite after rewrite.  The fact so much new information was made available on what amounts to about a daily basis should be concerning to us all.  
We read all the time that people want certainty not uncertainty.  This article will provide you with certainty but it may not be the certainty you wanted or bargained for.  First, I am going to ask that you think about some questions I ask and then challenge you at the end of this document to reconcile you answers with the facts that are contained in this document.  I can imagine that some may believe they do not have the time for this “silly” exercise.  I respond “You had better find the time while it is still permissible to even raise the questions I ask.”  
Before we travel down the road of providing information, asking questions and providing answers let’s see if there are some things we can agree on.  Would you agree that every citizen has a responsibility to pass onto the children of today the rights, liberty and freedom we inherited at such great sacrifice of previous generations?  Would you agree that those have died in defense of our country, “our way of life” should not have died in vain?  You agree, that is good.  Before you run for hills declaring you have done nothing wrong therefore you do not care what the government does to protect you, remember you agreed we must pass on the rights, liberty and freedom we inherited and must not allow those that died defending our way of life to have died in vain.  
I will acknowledge at times that being a coward is not easy.  For a person to be a coward they must show disgraceful fear of timidity (23).  Who wants to be disgraced?  We as citizens challenge lawmakers not to be cowards and thus do the “right” thing.  I hope that none of us would think the men and women in our military or law enforcement are cowards.  Some will contend that the men and women who enforce or comply with unconstitutional “actions” are cowards.  At this point I am asking all citizens to stop worrying about what others are doing and start considering what they as individual citizens are doing.  Consider as citizens, despite all the objections about the Patriot Act, we reelected over 95% of the members of Congress who sought reelection the next Presidential election after the Patriot Act was signed into law (24).  The actual Act was titled “Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001”.  If you guessed I am asking you to consider what you believe is or is not “appropriate” you are correct but that is only one of many questions you are being challenged to answer.  If you know yourself to be a coward then stop reading now.  
In a free society I think we can agree that the people must control government rather than the government controlling the people.  Arguably, we would be “safer” if we allowed government to read all our letters and emails, listen to our phone calls and place RFID (Radio Frequency Identification) chips or GPS (Global Positioning System) transponders in or on each of us.  We might be “safer” allowing government to control the people but we certainly would not be a “freer” country.  Are you willing to assume some risk to preserve freedom?  Do you believe law enforcement should be able to go onto your private property without a search warrant, attach a GPS device to your privately owned vehicle and then track you as you drive around town or across country?  Actually there have been different rulings from different courts so this question will be decided by the Supreme Court.  It is astonishing to some that this is not a slam dunk case of a Fourth Amendment violation.  A federal Circuit Court of Appeals decided it is not a violation of your rights if this should happen to you (25).

Do you believe that if you pay cash at a tollbooth you should be required to fill out forms or provide information about yourself and/or your vehicle?  http://web.me.com/fogwatch/FOGWatch/FOGWatch.org/Entries/2011/4/1_Foreign_Corporation_Paid_More_Than_%24300_Million_By_Florida_Department_of_Transportation_In_Scheme_to_Violate_the_Civil_Rights_of_Motorists.html  The story of what has happened to the Chandler brothers should have all citizens outraged.   Could there be a mindset, a culture if you will, emanating from the federal government down to the states and local government?  Could this “mindset” be originating from international organizations?  At this point my asking you these questions could be seen as unfair.  It is akin to a teacher asking you to take a test about a book the teacher has not yet asked you to read.  You might want to ask the Chandler brothers how they felt about having criminal checks done of them and having their names placed in government databases because they asked the right or “wrong” questions of their elected and appointed leaders.  
If truth were a commodity, it would be selling for more than gold these days.  Is there one among us that would say “There is nothing I have done, said or thought about that I would not share with other people?”  I see, so we do realize we are all subject to temptation and even worse yet thinking or doing something we would not want others to know about.  We can agree that we are not perfect.  We can even agree that we all appreciate a certain amount of privacy.  Do you believe the government should be able collect any and all personal information about each citizen?  It is likely that it is too soon for me to ask the question because you do not know what information government is collecting, wants to collect and is even willing to share about you.  There are times in this document that I ask questions to provoke thought, not necessarily because I expect you to have an immediate response.  For those that blindly do believe government does respect you have a right to keep some information to yourself please reconsider such a crazy idea.  Privacy and government go together about as well as oil and water.  http://news.cnet.com/8301-31921_3-20053367-281.html  This is an article that was published a week ago.  The following is an excerpt from the article: 
 “Two U.S. senators introduced sweeping privacy legislation today that they promise will "establish a framework to protect the personal information of all Americans."  There is, however, one feature of the bill (PDF) sponsored by senators John Kerry (D-Mass.) and John McCain (R-Ariz.) that has gone relatively unnoticed: it doesn't apply to data mining, surveillance, or any other forms of activities that governments use to collect and collate Americans' personal information.”
Allow me to summarize what this means to you, the citizen.  You can have privacy except when government is involved.  It really does get even better.  Government does have privacy even when you do not.  Let me explain it this way; there is what is known as the “state secrets” privilege.  This allows government from having “State” secrets divulged during trials.  I can appreciate there is sensitive information about intelligence collecting that our government does not want divulged.  I object vehemently when “states secrets” becomes “State” crimes and the criminal activity of government is covered up.  Say it ain’t so; does that really happen?  http://legalmatch.typepad.com/criminallaw/privacy_laws/  It is so and worse yet after the FISA (Foreign Intelligence Surveillance Act) was violated by agencies and departments of the federal government Congress its infinite wisdom broadened FISA as do allow what government had been doing.  That is right; after the fact Congress stepped in and changed FISA so that agencies and departments of the federal government could not be held accountable and people in those agencies and departments could not be prosecuted.  
By now many citizens are aware of the Department of Homeland Security’s “Domestic Extremism Lexicon” report.  This is not a “PG” rated report.  Make sure your children are not present when you view the report otherwise they may get the wrong idea of what “government” does.  Upon further consideration you may want to share the report with your children so they have a healthy skepticism of government.  The bottom line is according to the report nearly all American citizens are “potential domestic terrorists”.  I promise you when you do read the report either you or someone in your family could be considered a potential domestic terrorist.  http://www.fas.org/irp/eprint/lexicon.pdf  The concept of intelligence led policing is to prevent crimes by analyzing people’s behavior and thoughts before crimes are committed.  Presumption of innocence is as necessary of an ingredient to intelligence led policing as oranges are to chicken soup.  
Before going on I want you to keep in mind when we were told there was a reason to increase our involvement in Vietnam we were lied to.  In took sometime but eventually our government came clean and admitted the Gulf of Tonkin story we were told was a lie. http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB132/index.htm  How many of you remember Watergate?  http://watergate.info/    How about the Iran-Contra affair?  http://www.gwu.edu/~nsarchiv/NSAEBB/NSAEBB210/index.htm  The Savings and Loan bailout?  http://useconomy.about.com/od/grossdomesticproduct/p/89_Bank_Crisis.htm  I have no intention of covering every instance of when government has fulfilled our worse nightmares but I would be remise not to mention the latest scandal; BATF (Bureau of Alcohol, Tobacco and Firearms) allowing and facilitating weapons being sold in the United States to cross into Mexico and then those same weapons being used to kill Americans including Border Patrol Agent Brian Terry.  http://www.cbsnews.com/stories/2011/03/03/eveningnews/main20039031.shtml  
Those that have doubts about the government’s description of events have good reason to doubt.  I do not offer any personal opinions but I do believe that whenever our country experiences events as horrific as 9/11 or the Oklahoma City bombing that whatever commission or panel is convened to investigate the “event” at least 25% of the commission or panel should be comprised of people selected out of the federal grand jury pool.  We have nearly a million people in this country that have top secret clearances; is anyone trying to seriously argue that our government cannot  find a few private citizens with no prior connection to government service who could be cleared to hear all the evidence?  By ensuring a few individuals from the federal grand jury pool are added to investigations it MAY help to alleviate some of the concerns citizens have about trusting what government investigations disclose; then again it may not given past occurrences.  http://projects.washingtonpost.com/top-secret-america/articles/a-hidden-world-growing-beyond-control/ 
I am not a doctor but I would guess talking about God and government touches a raw nerve of many people.  Sure, I have read the polls that suggest most American citizens believe in God (21).  I question whether those that do believe in God think that their liberty comes from God and not other men?  I know there will be those that argue “Creator” does not necessarily mean God.  I also know some will debate whether “unalienable” or “inalienable” is correct (22).  As a reminder I provide a portion of the Declaration of Independence:
“We hold these truths to be self-evident, that all men are created equal, that they are endowed by their Creator with certain unalienable rights, that among these are life, liberty and the pursuit of happiness. That to secure these rights, governments are instituted among men, deriving their just powers from the consent of the governed.”  

I am sure I can touch off a robust debate just uttering the words in the Declaration of Independence.  Alright, some may choose not to believe in God.  My personal way of thinking about religion and government is “Religion yes, mandatory no.”  The following are not my words but rather the words of our forefathers contained in the First Amendment to our Constitution: 
 “Congress shall make no law respecting an establishment of religion, or prohibiting the free exercise thereof;----.”  
Before you start thinking I am forcing or expecting my religious beliefs to be shared by all, know that I do not.  If you believe I am a Christian who believes everyone should accept Jesus as Christ and Savior, who died on the cross for all of our sins and was the resurrected as proof of who he was, I would say alright and isn’t that my right?  This is not the same thing as saying I believe all people should be forced to believe as I do.  The fact is I am tougher on Christians than those who are not Christians.  More about this matter later on.
In these times where there is so little confidence and/or trust in “government” how can it be that we have not as a society asked at what point does government control the people rather than the people controlling the government?  Think about it; if we do not answer this question how will we know when government does have control of the people?  Forget as a society, I am asking you as an individual citizen to decide at what point does government control you?  It is most likely too soon to ask you to answer the question but you will have the opportunity again.
Do you agree with former Homeland Security Advisor to President Bush, Fran Townsend?  When asked about how to respond to citizens who provide information for one reason and then the citizens find out the information was used for additional purposes, Ms. Townsend responded “They will have to get over it.”  On the issue of privacy, Ms. Townsend responded that young people do not care about privacy.  She conveyed that her son is on FaceBook and other social networking sites.  I do not believe Ms. Townsend appreciates that when anyone, young or old participates in social networking they do so by choice.  Each person decides for themselves what information to share on social networking sites.   Oh by the way, if you choose to watch the Aspen Institute’s “Aspen Security Forum” staring Ms. Fran Townsend among others feel free to do so http://www.aspeninstitute.org/video/asf-10-luncheon-address-fran-townsend-former-assistant-president-homeland-security-counterterr  It is a long video.
Before Democrats get all giddy about some Republicans who have a “unique” perspective on what “Freedom” means let’s not forget there are Democrats who have this same “unique” perspective.   The onslaught on our personal and sensitive information that we all experienced under the Bush administration has continued under the Obama administration. http://projects.washingtonpost.com/top-secret-america/articles/monitoring-america/ 
Contrary to what many would believe I am not going to discuss Fusion Centers in this article.  Fusion Centers (72 plus of them) are we are told controlled by the individual states (.   I have a bridge in Brooklyn for you.  To learn more about Fusion Centers view the Power Point provided by this link http://www.ok-safe.com/files/documents/1/Oklahoma_Fusion_Center_ppt.pdf   I will just say Fusion Centers are government going amuck.  I suggest for those that are not informed about Fusion Centers that in addition to watching the Power Point read what EPIC (Electronic Privacy Information Center) has to say http://epic.org/2010/12/epic-reminds-dhs-that-fusion-c.html While on EPIC’s web-site enter Fusion Centers in the search engine EPIC provides.  You should care because it is your information being collected and shared without the need for search warrants.
Speaking of no search warrants needed – what do you know about NSL’s (National Security Letters)?  The FBI issued over 100 NSL’s a day over a three year period.  These letters demand information of the receiver of the NSL and prohibits the receiver from disclosing the existence of the NSL.  http://www.aclu.org/national-security/internal-report-finds-flagrant-national-security-letter-abuse-fbi  Please remember when reading this document I am fair minded; I provide sources for the information I provide that come from those on the “Left” and “Right”.   Thank you Patriot Act for NSL’s.  
Put your political ideology aside and consider that perhaps there is no solving the all the issues and challenges our country faces.  I know I am asking a great deal.  American citizens want to believe there is “hope”.  We often disagree on which political party or even candidate provides the best opportunity for our hope to be realized.  For arguments sake, let’s say that government or at least policy makers have concluded we cannot solve all the challenges our country faces.  Wouldn’t you want government to avert chaos and be able to retain order if we fail to successfully deal with the problems confronting our country?  Does your answer depend on how government retains “order”?  I think we can agree that it does depend on what steps government takes to retain order.  After all the governments of North Korea and China retain order but is that the kind of order we want in the United States?

If you are driving and cross onto “black ice” at some point you must stop attempting to prevent your car from crashing and move towards ensuring you survive after the crash take place.  Are we doing what we must as individuals to ensure that if our leaders cannot solve all the problems we face that we survive the crash by ensuring our constitutional liberties are protected?   
Consider that the same company that has been awarded nearly every state driver’s license contract and is the largest provider of biometrics in the United States sold their biometric technology to a Chinese citizen knowing that citizen was providing the technology to the Chinese government.  .  Biometric simply means measurements of the body.  Bio, means body and metric means measurement.  Examples of biometrics include but are not limited to fingerprinting, iris scans and facial recognition technology.  I will discuss this “company” a little later on but know that the company in question sold their technology to a Chinese citizen knowing that citizen would be providing the technology to the Chinese government who in turn wanted the technology to identify dissidents.  http://www.naomiklein.org/articles/2008/05/chinas-all-seeing-eye You would think that our government would have stepped in and prevented the sale of technology thus not supporting the Chinese government using the technology to identify dissidents.  Not only did our government not stop the transfer of technology in this instance but wait until you read on and find out what our government is allowing now.    
Let’s take a look at just some of the problems/challenges/threats our country faces.
These “issues” include but are not limited to a rising national debt (over 14.2 trillion dollars), a terrorist threat from Islamic extremists, 12- 20 million plus people in our country illegally and the state and/or federal benefits some of these people are receiving fraudulently, a broken healthcare system, the highest incarceration rate in the "Western World", high unemployment, a failing education system, underfunded private and public pension plans, failure dealing with illegal and abused prescription drugs, entitlement programs that are not funded or soon will be under funded, two or three wars depending who you are talking to, a balance of trade deficit that is out of control, deplorable infrastructure (roads, bridges, dams and levees), an aging population, close to the highest foreclosure rate in modern history, fewest new home sales in nearly 50 years, and much more.  The point being we are "juggling so many balls" it is only a matter of when, not if one or more of the balls will fall and hit the ground leaving our country in chaos.  Sarcasm alert:  It is a good thing we are not divided as a country or we would have no chance of saving our country, our way of life.
When our country faces a threat and/or challenges that is the time when there must be transparency in government.  Citizens must be told what the threat is and why the measures government is taking are needed.  Government simply telling citizens “Do as you are told!” does not cut it.  Nevertheless you decide for yourself whether legislation that would provide the President with what some call a “kill switch” for the internet is prudent.  http://www.wired.com/threatlevel/2011/01/kill-switch-legislation/
I do ask as you continue reading to look at the totality of the information presented before you answer the questions posed at the end of this document.  

Government is deciding for itself what information it should have about each of us.  One of the largest clients of data mining companies is government.  Data mining companies are those friendly companies that run around collecting every bit of information about each of us and then sell that information making a nice profit.  Think of the insanity of this; your dollars are being used by your government to collect information about you.  If the government wants the information why doesn’t it just ask you for the information and cut out the “third party”, the data mining company?  Oh that’s right; there is the Privacy Act of 1974.  Somehow it is alright if the federal government collects your information and even shares it as long as the government did not require you to provide the information.  It’s all perfectly fine if the federal government gets information from the states or from corporations.  Never accuse the federal government of letting a good law get in its way.  
.

I am asking every citizen to THINK about the society we are leaving for our children.  The following proposed rules are being considered by local government in San Francisco http://www.sfgov2.org/index.aspx?page=2535   :

3.      All occupants of the premises shall be ID Scanned (including patrons, promoters, and performers, etc.).  ID scanning data shall be maintained on a data storage system for no less than 15 days and shall be made available to local law enforcement upon request.  
 

 4.      High visibility cameras shall be located at each entrance and exit point of the premises.  Said cameras shall maintain a recorded data base for no less than fifteen (15 days) and made available to local law enforcement upon request.
In Norman, Oklahoma a citizen will not be considered for employment as a police officer by the Police Department unless they provide their FaceBook password if the applicant has a FaceBook account http://www.myfoxorlando.com/dpp/news/local/022311-oklahoma-police-department-facebook-passwords  Once government gets police officers to accept they have no rights then it becomes easier for officers to dismiss the rights of citizens.  
I want you to challenge what I say throughout this article.  Disbelieve everything until there is so much evidence provided that you cannot disbelieve any longer.
The fact is people on the “Left”, Right” and in the middle have disagreed since the founding of our country.  In this article think about the laws and regulations that are being amassed that will provide government with a 24/7 digital footprint of our activities.  The day is coming where every retailer, financial institution and employer will be required to have a biometric reader and RFID scanner if some in Congress have “their way”.  U.S. Senators (Republicans and Democrats) have proposed a National Workers Identification Card as part of “immigration reform”.  This “card” would incorporate RFID technology with biometrics (fingerprints and facial recognition).  http://online.wsj.com/article/SB10001424052748703954904575110124037066854.html  
Can you reconcile living in a free society with living in a surveillance society?  I do not know about you but I cannot wait and see what this Congress does regarding immigration.  Regardless of what position a person has on immigration it cannot be denied that the current immigration policy and laws are not working.  Undocumented versus illegal, HMMM, do the words change the effects on society?  
If there is a country where we in the United States can look to for the answer to “Do CCTV (closed circuit television) cameras effectively reduce crime?” the country would be Britain.  In London citizens are “caught”/”captured” by CCTV cameras on average 300 times per day.  By the way, the answer to the question is, CCTV cameras do not effectively reduce crime.  http://www.notbored.org/cameras-not-effective.html 

You may by this point believe I am building a case for arguing we have created a surveillance society in the United States.  Look around at all the CCTV cameras you see each day and keep in mind you do not see most of them.  I wonder how many people who entered Raymond James Stadium in 2001 for the Super Bowl knew they knew their facial images were being captured by law enforcement and compared to law enforcement databases.  Ok, I know the answer and it is the people who went to the Super Bowl were not told their facial images were being captured by cameras and in real time compared to law enforcement databases.  No wonder the Super Bowl that year was dubbed “The Snooper Bowl”.  http://news.cnet.com/2100-1023-253884.html  It gets better!  Tom Colatosti, the then President of Viisage Technology is quoted as saying "I don't think it's appropriate," he said. "I don't want my face to appear in some database. I wouldn't want a part in some sort of fishing expedition."  This response by Colatosti was prompted when asked if he believed government should have a digital facial image of every citizen in a database.  Read on and find out about the Real ID Act 2005.  In addition if you believe that the Snooper Bowl was the last time CCTV and facial recognition was used in real time you are wrong.  There have been too many instances to document all the times these two technologies have been used together  http://epic.org/privacy/facerecognition/  By the way when Colatosti was busy pronouncing he did not want his face in a database, the company he was president of was busy collecting and retaining other citizen’s digital facial images to be put in databases.  The following diagram provides a basic description of how facial recognition technology supposedly works.  Facial recognition maps you face and then compares your “map”/distances between key characteristics of your face to other “maps” in databases.  This is the most simplistic explanation oh how facial recognition works I can provide.  
[image: image1.emf]
Just in case you do not think the federal government wants you digital facial image just consider a pilot program taking place in North Carolina.  The program provides the FBI with direct access to the North Carolina Department of Motor Vehicle database that contains; you guessed it, the photos.  http://papers-please.tripod.com/fbi_uses_dmv_photos.html Say it three times – Facial recognition does not work.  Oh heck, just read this article provided by the following link http://dematerialisedid.com/BCSL/Drown.html
Within the last month Google has been accused of promoting the use of facial recognition with smart phones.  Think about this – You are walking down the street and a “bad guy” snaps your photo.  The “bad guy” then with the use of Google’s facial recognition application is able to identify you (who knows, this could be the only time facial recognition does work).  Once the “bad guy” has your name he or she can use Google to learn all types of information about you.  Finding your address or if you belong to any social networking sites is a breeze.  Think about this – If the “bad guy” is with you in public that means the “bad guy” knows you are not home.  One “bad guy” could call another “bad guy” and the next thing you know your home is broken into.  How hard would it be for the “bad guy” to get your children’s names and when you are distracted call your children by their names and snatch one or more of your children?  http://techland.time.com/2011/03/31/googles-facial-recognition-app-take-my-photo-get-my-contact-info/   I am talking about the same Google that is busy collecting information about the different searches you perform using Google’s search engine.  Thank you Google but no thanks!!!
Before you start thinking I am anti solutions to terrorists using a state driver’s license to facilitate their actions, identity theft, voter fraud, people in our country illegally/undocumented fraudulently obtaining state benefits, or people having multiple driver’s licenses know that I will provide an alternative solution to what Congress believes should be done.  
We had better all start to realize if we continue to beat each other’s brains in we all will wake up one day and realize WE have not decided a thing but rather everything has been decided for us.  
Look your children in the eye and tell them with assurance they will have rights, liberty and freedom that once made our country great. It is bad enough that we are being deceived but do we really need to deceive ourselves?

Is it because of convenience, expediency, safety, cost cutting, ignorance, a defeatist attitude or some other “reason” that we accept sacrificing our liberty?  Keep in mind the mouse has a good reason for going to the mouse trap; the mouse is hungry and sees the cheese.  The mouse may get the cheese but certainly will lose its liberty.
Our government has an addiction.  The addiction is to our personal information including our biometrics.  For no sane reason we continue to give the alcoholic another drink; more and more of our personal information.  Information is power and power is control.  
Read the rest of this article and decide for yourself if the strategy of collecting any and all information about each of us our government is invoking is sane.  http://live.washingtonpost.com/topsecret-0719.html The article provided by the link is titled “Top Secret America:  A Hidden World Growing Out Of Control”.  
Caution urged in wake of RSA security breach
 

http://www.computerworld.com/s/article/9214800/Caution_urged_in_wake_of_RSA_security_breach
OK, I admit I am not an IT whiz.  I have asked those that are if the breach of RSA security threatens the companies and agencies/departments of the federal government that use RSA IT security measures.  The simple answer is "yes".  With all the information being collected, retained and shared in government and corporate databases, how "safe" is any information and thus how safe are we?
Many people are aware that security breaches occur often but do you realize just how often?  http://www.privacyrights.org/data-breach/new  How long will it take before someone or some group realizes that a “massive” compromise not only could but would severely undermine our economy and thus our national security?
http://www.governamerica.com/dailydialectic.php?id=1302672871&subaction=showfull One breach in one state exposed the names, dates of birth, social security numbers and other information of 3.5 million citizens.  This story is one week old.   
Many believe the Real ID Act 2005 is “dead”.   Nothing could be or is further from the truth.  http://www.cis.org/real-id-terrorist-abuse The linked article is dated only days ago.  Real ID Act 2005 is just the name attached to our government’s strategy of knowing everything about everyone.  The Real ID Act sets federal guidelines instituting international standards for state driver’s licenses.  As you continue reading you will understand why Real ID is not “dead” even in states where laws and resolutions have been passed that prohibit states from complying with the federal law.  
 

For many years I and others have spoken out against the forced/mandated enrollment of citizens into a global system of identification and financial control over which we the citizens have no representation.  Consider the following which comes directly from the Notice of Proposed Rulemaking for the Real ID Act 2005 released in March 2007 by the Department of Homeland Security (17)

 

"17 The relevant ICAO standard is ICAO 9303 Part 1 Vol 2, specifically ISO/IEC 19794-5 - Information technology - Biometric data interchange formats - Part 5: Face image data, which is incorporated into ICAO 9303."

 

The ICAO is the International Civil Aviation Organization.  Yes, you are being enrolled into a single global system of identification and financial control over which you will have no representation.  It was and is worth repeating because so many people continue to refer to Real ID as solely “national ID”.  
Julian Ashborn speaking as the Chairman of the International Biometric Agency said the following: 
“What information do governments share?  With whom is my data shared and why?”  All of these questions need to be addressed by an agency with global powers”.  http://www.moneylife.in/article/78/11185.html
I was not aware of this article (link above) until last week. The article was published in November 2010.  For those who question whether contributing to the Constitutional Alliance is a worthy cause, know the material the Alliances releases is used by many writers, groups and organizations.  The Constitutional Alliance has received questions and comments from 48 other countries.  
Real ID is international ID.  On this issue, factor in one more point.  In the final rules for the Real ID Act released by DHS in January 2008 another international organization has been named the "hub" and "backbone" of the Real ID Act 2005 (16).  Still not convinced of the international standards? Meet AAMVA (American Association of Motor Vehicle Administrators) the named "hub" and "backbone" of the Real ID Act.  AAMVA is about as American as the Canada’s Royal Mountain Police. Take a visit to AAMVA web-site http://www.aamva.org/   Once on the web-site you will find on the homepage “Serving an International Community of Motor Vehicle and Law Enforcement Officials”.  
 

In article after article I have stated "biometrics", specifically facial recognition does not and will not work as advertised.  However, the Real ID Act 2005 and specifically the 18 benchmarks (7) that are mandated by the Department of Homeland Security are and will result in citizens being enrolled into the global identification system (facial recognition).  Even if the Real ID Act were repealed today, those 18 benchmarks are not going to go away.
Stop and think for a minute.  Consider the following:
Robert Mocny (Department of Homeland Security, US-Visit) stated that “information sharing is appropriate around the world,” and DHS plans to create a “Global Security Envelope of internationally
shared biometric data that would permanently link individuals with biometric ID, personal information held by governments and corporations.” http://gcn.com/articles/2007/02/04/dhs-pushes-global-data-sharing.aspx 

The Real ID Act repealed and replaced section 7212 of the 2004 Intelligence Reform and Terrorist Prevention Act (8) which also called for some of the most egregious aspects of the Real ID Act including the capture of the digital facial image which is facial recognition compatible.  The bottom line is even repealing Real ID is not enough to keep us free from biometric/RFID surveillance and control.
 

Much of what the Real ID Act does is creating new databases and linking both the old and new databases.  The RSA security breach previously documented is just one more indicator that there are no secure databases.  
 

To those of you that are gun owners or take issue with the government trying to control every aspect of our lives, you already know that Real ID provides government exactly with what it needs to control all citizens.  
The following comes directly from the Real ID Act final rules issued by DHS, January 2008 (16).  


“DHS agrees with those commenters who noted that the proposed definition of "official purpose" is consistent with Congressional intent. DHS is neither expanding nor limiting the definition further in this rule. DHS will continue to consider additional ways in which a REAL ID license can or should be used and will implement any changes to the definition of "official purpose" or determinations regarding additional uses for REAL ID consistent with applicable laws and regulatory requirements. DHS does not agree that it must seek the approval of Congress as a prerequisite to changing the definition in the future (except of course to remove one of the three statutorily-mandated official purposes) as 9 20 l(3) of the Act gives discretion to the Secretary of Homeland Security to determine other purposes.”

 

Incredible!  Congress again in its infinite wisdom has decided to turn over the key to our Constitution to DHS.  DHS gets to decide what we can and cannot do without the Congress’s permission. 

 

The Real ID target date or implementation deadline has been pushed now to January 2013 (11).  Mainstream media is dutifully reporting DHS’s talking points "that the opposition to Real ID has been based on financial considerations."  As a person who has testified before several state legislative committees I can say DHS's assertion is false. Financial considerations are a minor point for many including the over 600 groups covering one end of the political spectrum to the other that oppose Real ID (12).  People representing every major religion including the many denominations within each "religion" are opposing Real ID and that is not because of “financial considerations”
 

For those of you who live in states where laws or resolutions have been enacted that prohibit compliance with the Real ID Act, you are not safe.  State Bureaucrats rather than lawmakers have been busy in many states continuing to meet the 18 benchmarks despite state legislation opposing Real ID http://www.cis.org/real-id-terrorist-abuse 
	REAL ID Implementation Status
	State / Territory 

	Submitted full compliance certification packages to DHS1
	Conn., Del., Md., S.D., Tenn. (5) 

	Self-certified: Issuing materially compliant licenses (meeting the first 18 benchmarks) + compliance mark (gold star)
	Ala., Fla., Ind., Utah (4) 

	Self-certified: Issuing materially compliant licenses (meeting the first 18 benchmarks)
	Ark., D.C., Iowa, Kan., Ky., Miss., N.J. (7) 

	Committed to meeting material compliance but need time
	Colo., Hawaii, Ill., Neb., Ohio, Puerto Rico, R.I., Texas, Va., W.Va., Wis., Wyo. (12) 

	Certifiable Enhanced Driver’s License programs
	N.Y., Mich, Vt., Wash. (4) 

	Committed to meeting 15 of 18 benchmarks
	Ariz., Calif., Ga., Minn, Mo., Nev., N.H., N.C., N.D., Pa., S.C., U.S. Virgin Islands (12) 

	Will not meet four or more benchmarks in the next 12 months
	Alaska, American Samoa, Guam, Idaho, La., Maine, Mass., Mont., N.M., Okla., Ore., N. Marianas2 (12) 


The last section “Will not meet four or more benchmarks in the next 12 months” is somewhat misleading.  The states and U.S. territories named have already met well over 4 benchmarks.  The section is referring to meeting an additional four or more benchmarks above and beyond the benchmarks the states named have already met.  That is the only thing that makes sense because the states named have already met more than four benchmarks each.  
For those of you who believe in less intrusion by the federal government into citizen's lives, a smaller government, reduced spending and lowering our national debt know that Real ID is will result in government doing all the things that you oppose; there will be more intrusion, more spending and an increase in our debt by forcing an unfunded mandate down the throats of states.  

 

Facial recognition does not work.  India has been implementing a "national ID" (actually international as is Real ID).  The same vendor who is providing your driver's licenses, L-1 Identity Solutions is the vendor in India.  Read the article provided (1) and see for yourself how you are being duped.  David Moss the author of the article is highly regarded for his expertise on biometrics.  Real ID is not about security.  Real ID is about greed by the vendors and control by our government.  
The vendor who is providing the software including biometrics for your state driver's license, L-1 Identity Solutions is in the process of completing a sale to a French company "Safran" (15).  I and others are doing what we can to stop the sale.  If the sale gets the government’s approval it needs there is a good chance depending on the contract your state has with L-1 that your information could be accessed by this French company and the French government which has part ownership in Safran.   I have written about the revolving door that never stops turning,-those in government that leave government to take lucrative positions at L-1 and its predecessor Viisage Technology.  These people include the former Director of the CIA George Tenet, the former Director of the FBI, Louis Freeh, the former head of the TSA Admiral Loy and many others including Frank Moss who oversaw implementation of E-Passport for the State Department (biometrics and RFID chips in passports) (19).  Surprise, surprise. representing Safran as a “Strategic Advisor” in the purchase of L-1 is former DHS Secretary Michael Chertoff (20).
 

I have warned many people about the capability to reverse engineer biometric templates which literally results in a person's biometric identification documents being rendered useless.  I humbly suggest each person to read the articles provided (2), (3) and (4) to understand what I have been saying is true and so that you may better understand the inherent dangers of the path our government is pursuing.  Keep in mind your biometrics are supposedly unique to you.  That being said if your social security number or bank account numbers are compromised you can get new ones.  There is no getting new fingerprints for yourself.  
 

Over the last several years I have talked with pastors and priests about biometrics and specifically how biometrics and RFID relate to scripture.  Catholics do not "see" Revelation in the same way many Baptists or Southern Baptists do.  The priests I have spoken with find the information I have provided them "extremely alarming".  
Talk about alarming, think of what happens when government databases and identification documents are compromised; they are being compromised routinely.  How long will it be before we are told that identification "process" must be moved from the ID document to directly on the person?  Sound crazy?  If you are a Christian or a person who sees what is taking place today in our country and around the world, the idea or concept of moving the ID "process" directly to and on the individual does not sound so crazy.  The technology already does exist in the form of a visible and invisible RFID (Radio Frequency Identification) tattoo.  The company that provides this technology has been using it for years on animals and has discussed the potential human applications (18).  This is a must read for Christians.  http://www.nonaiswa.org/?p=498 
    

If you have any doubts how government will use Real ID to control our ability to buy and sell read the article provided (5).  We can each appreciate that we need our driver's license to conduct most financial transactions but what our government and some corporations have in mind goes much further than just our driver's licenses and "yes" biometrics are once again at the center of our government and corporations’ "strategy" (6).
Many Christians saw the creation of the nation of Israel as an indication we are in the last days or End Times.  I listened to one pastor the other evening feebly trying to articulate the consistencies between Revelation 13:16-18 and what is taking place in our country today.  The pastor reiterated over and over we have been reduced to a number (e.g. social security numbers, credit card numbers, bank account numbers) instead of our names.  This pastor went from we have been reduced to being identified by numbers here in the United States to we will all be implanted with RFID chips by 2012.  The pastor conveniently dismisses scripture says “The Mark” will be “on” our right hand or forehead not “in” your right hand or forehead.  The pastor also fails to connect the dots; the pastor does not discuss how “all” (not just people in the United States) will be enrolled into a single global system of identification and financial control.  I will at least commend the pastor for “trying” because many pastors are failing to be the “Watchman” (Ezekiel).  
Revelation 13:16-18 (New King James Version)

16 He causes all, both small and great, rich and poor, free and slave, to receive a mark on their right hand or on their foreheads, 17 and that no one may buy or sell except one who has the mark or[a] the name of the beast, or the number of his name. 
18 Here is wisdom. Let him who has understanding calculate the number of the beast, for it is the number of a man: His number is 666.
Have Jews not learned from the Holocaust?  Are Jewish people going to support tattoos for identification?
I know there are many Christians who believe they will be “raptured” before they are forced to decide between feeding their families or providing medicine to their children and accepting the “Mark of the Beast”.  I ask these Christians if they feel in good conscience if it is acceptable to not resist being enrolled in a system that God clearly condemns.  Is it acceptable to clean the bathrooms of brothels as long as a person does not sleep with the other “employees”?  Is it acceptable for a person to have knowledge about a murder that is going to take place and say nothing?  I am not the judge; your Creator is.  
The Constitutional Alliance has on its homepage http://www.constitutionalalliance.org/ an article (Proposed Solution + state legislation = protecting our freedom) that provides one alternative solution to Real ID.  There is some debate even within the Alliance if the solution provided goes too far in terms of agreeing to provide information to even state authorities to establish who we are and if we are citizens.  A couple of the members of the Board of Directors have a principled position that having to provide a birth certificate when acquiring a state driver's license goes too far.  Other members believe that in order to address the real concerns what some may call threats of illegal immigration, the use of a driver's license to facilitate a terrorist threat, voter fraud and identity theft a birth certificate should be the primary tool in establishing identity and citizenship status.  View the Power Point in the aforementioned article on our homepage and specifically watch slides 34 on for one potential alternative to Real ID and decide for yourselves if you can support the proposed solution provided.  The Constitutional Alliance does not lobby and thus only provides the proposed solution as one alternative to the Real ID Act 2005.  Other possible alternatives would also be shared by the Constitutional Alliance if in fact such alternatives existed.  After reading the information provided in this article it is up to each citizen to decide if they believe supporting the mandated collection of citizen’s biometric information is wise.  Keep in mind DNA is a biometric.  I personally ask each citizen to ask three questions when considering the use of biometrics or for that matter any technology.  1)  Can you trust the technology works as we are told?  2) Can you trust the company providing the technology? 3)  Can you trust the government with the use of the technology? 
 Currently there are proposals by some in Congress to add a biometric component to E-Verify.  E-Verify is another example of a snake oil solution that does not work.   E-Verify works alright when it is American citizens that are being vetted.  When a person who is not a U.S. citizen has their information vetted E-Verify is wrong 54% of the time. (9)
 

We need real security not perceived security which begs the question, why are we not securing our borders?  How is it possible that DHS has a goal to stop 30% or less of the illegal people and/or goods entering our country? (13)  This year DHS scrapped a plan to continue implementing a "virtual fence" (utilizing snake oil technology) to protect our Southern border.  The government spent over $1 billion for 53 miles of this "fence" (14).
 

A state lawmaker in Oklahoma last year told influential people that the low resolution photograph we propose that is not facial recognition compatible is not recognizable by the human eye.  At the very bottom/end of this email I have included a side by side comparison of a low resolution photo and a high resolution photo.  The photograph with "105" below it is the low resolution photo we support.  The photo with "current" underneath it is the high resolution photo being used by state DMVs.  You decide for yourself if the low resolution photo is not human recognizable.  The same lawmaker said we were attempting to remove all photos from driver's licenses.  That is simply not a true statement.  I mention these facts to illustrate that some people will go to whatever lengths they think are necessary to misrepresent the situation.  I find it somewhat ironic, perhaps more accurately desperate and despicable, these people do not document what they say.
 

Although this article was not written for the purpose of discussing healthcare exchanges I would be remise if I did not mention the inherent danger of our individual medical records being provided to others besides our doctors and the insurance company we select.  http://axiomamuse.wordpress.com/2011/03/24/fallin-failing-begs-lawmakers-to-pass-obamacare-enabling-bill/  I do not know if healthcare exchanges could be put in place that would not open up our medical history to people that should not have the information.  I have yet to see evidence or an example of a healthcare exchange that protects the medical information of patients.  
Each of the last three years lobbyists have spent approximately $3 billion.  There are 535 members of Congress.  Take the amount spent lobbying and divide that amount by 535 and on average you will find $5.5 million has been spent persuading each member of Congress each year on a range of issues.  Whether you are a Democrat, Independent, or Republican you should be concerned about the influence lobbyists have on the members of Congress.  The $3 billion a year does not include campaign donations.  This is not to say that all lobbyists are "bad" people.  I leave it to you to decide which are and which are not.  When you do visit www.constitutionalalliance.org please consider a donation so the Alliance can continue to educate all citizens.  
To get an even better understanding of who is influencing Congress I would recommend each person at their leisure visit http://www.opensecrets.org/capital_eye/  OpenSecrets.org.  There is a wealth of information available. 
Are you confusing freedom with lifestyle?  Is voting representation when one or two lawmakers can decide at the state or federal level that legislation should be killed and not allow that legislation to be heard?  Now that you are reaching the end of this article are you able to define at what point does government control the people and have we reached that point?  

We are not playing “Monopoly”; the stakes are for real.  What you can do is share this article with everyone you are in contact with and ask them to do the same.  Support the Constitutional Alliance’s efforts to keep citizens informed.  I know some will argue our government has been successful in preventing terrorist’s attacks on our soil.  I would argue back with the facts; in the majority of cases we think of it was private citizens that prevented terrorist attempts.  Think of the underwear bomber, the Times Square bomber that wanted to blow up a vehicle and kill hundreds if not more people, the individual who attempted to ignite his sneakers to blow up a plane and the many other occasions where it was private citizens that thwarted the attempts of “terrorists”, not law enforcement or intelligence officials.  Is it so hard to comprehend that our government is collecting so much information that the “haystack” is so large that nobody can find the needle (next attack)?
I do support the brave men and women in law enforcement, our military and our intelligence community.  The cop on the beat, the soldier on the battlefield and the intelligence officer undercover in foreign lands are to be respected for their service.  As a country we believe that our civilian leaders should determine policy for law enforcement, our military and our intelligence community.  I want to trust in our civilian leadership but are they becoming part of the problem instead of the solution.  We cannot hold our elected leaders accountable until first we hold ourselves accountable.  I will always support civilian leadership but the operative word is “leadership”.  Leadership comes from respect, not fear or intimidation.  Do you respect the civilian leadership we have and have had knowing about the revolving door that never stops turning and everything else documented in this article?   
No excuses, are we, are you, ensuring we are passing on to the children and grandchildren of today the rights, liberty and freedom we inherited at such great sacrifice to previous generations?  
We must each focus more attention on our city/county lawmakers and our state lawmakers.  We must not allow our “local” and state lawmakers to become surrogates of the federal government.  We must demand our state lawmakers safeguard our personal information that state Department of Motor Vehicles offices and other state agencies are collecting.  In these trying economic times it is very easy, too easy, for local and state government to cave in to the demands of the federal government and take the money of the federal government.  I recognize the federal government has a responsibility to protect citizens but we must ensure the cure is not worse than the disease.
Are our rights being turned into privileges?  Are we so consumed with uncertainty and fear that we will accept anything the government demands of us because we no longer are willing to ask questions and demand answers?  Are we afraid to ask the tough questions because we do not want to know the truth?  The government knows who you are; when are you going to decide what you are?  Liberty is not ours to give or take; liberty is ours to preserve.  
Thank you,
Mark Lerner

God Bless the United States of America, the greatest country on earth.  Let’s keep it that way!
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Law enforcement coming on your private property, attaching a GPS device to your car and tracking you without a warrant
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